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Abstract

Because of the popularity and variety of
network applications, there is no single defense
mechanism of network security that can solve all
security threats. A possible solution is to use several
different mechanisms to enhance the strength of
defense. This article explains the concepts of
defenses-in-depth and cooperative defense at first, and
then propose three possible schemes of cooperative
defense. Finally, we discuss their difficulties and
collect possible solutions of it.
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ipfw :

ipfw=""/sbin/ipfw -q"*

$ipfw -f flush

$ipfw -f add deny log all from 0.0.0.0/0 to 0.0.0.0/0
out

Sipfw -f add deny log all from 0.0.0.0/0
in

t0 0.0.0.0/0
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-j DROP

Siptables -A INPUT -I -5 0.0.0.0/0 -d 0.0.0.0/0 -p all

-j DROP
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