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The Design and Applications of Cooperative Firewalls
Author: Chi-Sheng Yu Advisor: Dr. Yi-Ming Chen

Department of Information Management
National Central University, Taiwan

Abstract

Because of the popularity and variety of network applications, network security
is getting respected by people. Today, firewalls are the first line of defense of network
security in most enterprises, and are also the most important mechanism of attack
response. However, firewalls that are restricted by deployed positions and their
architectures now suffer more and more challenges, and they also can’t defend more
and more new attacks.

In this thesis, we analyze the evolutions and problems of firewalls, and then
develop a cooperative firewall system which is based on the distributed firewall and
the concepts of defense in depth and cooperative defense. All firewalls in the
cooperative firewall system can cooperate with other defense mechanisms to achieve
intrusion prevention. We first present some possible schemes of cooperative defense
with cooperative firewall system and discuss their difficulties. Then we propose
solutions to solve these difficulties. The solutions include a new generic rule based on
XML to solve the communication problems in cooperative defense and the
management problem of distributed firewalls, and a detection and defense method of
internet worm to solve the problem of network jam when worms spreading.

We also propose the system architecture, operating procedures, and module
design of our cooperative firewall system and build a prototype system that is able to
solve the network jam of internet worm and make cooperative defense with intrusion
detection system to explain the efficiency and applications of the cooperative firewall

system.

Keyword : Distributed Firewall, Intrusion Prevention, Defense in Depth, XML,
Cooperative Defense, Network Security
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343 Ap b iviE v AR

Pae 33F 528 LEFPENEILE 5 0 Vihag EA M Y
THIRGAPM A R TRP L PAREAFET DER LY R PR T -

1. High Level Firewall Language ( HLFL) [42]

HLFL #i7 - BRF PPl VAEF 7 0 P A" K247 R AGD VG ¢
SFHON AL o fFd @ % HLFL ks VHRR] 7 r0dle - BRI
? e F B VAR 0 bldck - B HLFL 2P| ¥ 2 7 & ipfw ~ Cisco
ACL -~ IPFilter ~ IPFWadm -~ IPChains ~ NetFilter/IPTables 5§ %2 i& (¥ 2Ly o ¥4>%
LRI UGS § Bk i 0 4 T LR HLFL 3 ehif i 4 4 ik sl
2. FireHOL [21]

FireHOL ~» & - fa % [¥enfz VA53F 5 0 & F i 4% = iptables 2P| » v eh
AP EH SRR DI EAEE L EE RFRAMORTREILFEIE(ER
fFRF o B OUARPRARAR K 5 E 2 i (client) & B PR B2y (server) kiR
PRALR SRS 0 o R AR KGR0 U © R - R g PG o
ode it LA B (FhmE o
3. VulXML [43]

VulXML #8107 - % XML #55 cifik o it 353 0 B d % Rdy iR F &
% 2 AR o {1 VUIXML kgt cniBie 7 00 2 BALRFFR A B Rk 4
B o N EHE L KBF L RF M T o w P VuIXML R i f7 i Web
Bt Ae ik o Ed B E MR AE R TR RS B L RS
k=
4. Open Vulnerability Assessment Language (OVAL ) [44]

OVAL # #- f#4802 SQL 35 bk fs 352 » 7 % his i AF T ik

T csom VuIXML B+ ch7 b 24 & B F # '35 Web B * #4258 0 &
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¥ 12 §_ Windows NT ~ Windows 2000 ~ Solaris i % % 3 F iz - /&iF - OVAL 7|
PR WNERFS AP RART RN RE BT RASRFEERITL
o hiFF LT T R
5. Application Vulnerability Description Language ( AVDL ) [45]
AVDL ep ehf 8 - e XML fp it Kfgitdp e cnifik > & Bk fa it T
e A LA ESPIEE S o bldele - BIRKF R T RRKFFR LA A
T UBERREF R AN R EE CRAAFERL 2 IRFBD

AT RF e P HNAET BATRER X ARDEL PO

R PG g A 0 AVDL W RET AL HF L 0 F5 vk
L XWHIE L2 B hEEE T IV AR A PEEIAIE D
Rt A em@ (PR R 242 5 B V3 enF L o HLFL 2 FireHOL 8274 2
A L E BT R T N R A R R L F o R AP
R TRE R B2 R VB LSRR EFE RZEY o & FireHOL
C KWL E BRI ABE A R LA FL R ER BB A
i F Pl enp o VUIXML 2 OVAL % &7 - ik itE 2 > v Pk
RS SRS AR AR o RARKFA LL TR ITE g AP
RN SN R SRR AR RS (P F PR R s S
s B IRFS B A RETRED LI KRR A R TR
Tt h 3 E o A RF AFL RN S il LR KRS

e e & iF D e R AE o

3.4.4 i F RpFE
RO Y LRI E R - fRR 0 F1E XML L Bl i E

B @@ XML © &5 B 58 % chF 2L A o ol A g 4% N el ¢ R
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$LXML 38 R AT VAR e 0T S RRIPN F e E BN PA A5

® Rule ~%

B 3-4 8- B * P BEBARR T 4 5 References ~ RuleValid ~ %
RuleContent = + %= % (element) o >3t & B2A] (Rule) e/fits R &
# (Title ) ~ o* R B & * 92 P 3F 7 % & ( SchemaVersoin ) ~ R A 3= *

( RuleVersoin ) ~ R # &1 p # ( DateReleased ) ~ % R B & {8 L #7 p ¥
(DateRevised ) o P & FL A P PiRAL > 328507 B RR g P F oo RAE
TR AR AR RR S N A R AGRBIE T 7 2 P ehbAET 04 B
F A e a0 PR A R LR e IR A LA > R BN LR dTE o A

PIERD P Ep 2 SR B il L ATP S A L RP S - B Dok il - K ecanp o

- «<Rule Title="" Schemaversion="1.0" Ruleversion="1.0" DateReleased="2003/06/01" DateRevised="2003/06/03">
+ <Referencess
+ <Rulevalid=
- =RuleContent Action="BLOCK"=
+ <Platforms=
+ «Applications=
H <Connections>
</RuleContents
</Rule=

Bl 3-4: i * RpledT R B

® References ~ %
References =~ % 45 it 1 J P eh%d Tk o ¥ & 5 - B hE 2 4F
(Advisory) ~% « # B4 2 F~ % 55 % T2 LF%HE (WD) » B

CIEARUHE s SR RS B R P L

- zReferences>
<Advisory organization="GERT" YullD="CA-2002-12" />
</References>

B 3-5: References =~ % & =% % B
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® RuleValid ~#

-—\

FOEL AR VR RS SR A PR - BE R RA e
% o RuleValid =% Rl i 7 & (F55 b Vihizde i 21400 R LE 0§ > ¥ 125
- B& 5B Attribution ~F o LR 3-6 A b P A L ENE VT H
BB RPN s OSName BibiE o FELFERFRTLRD - 2 BERZT PR
Ale @R L & LERRAFITF i p FATRAMEY PIRE - 3 BF LK
T RE G §FRTE S R SRR F R Bt R R

] § % o o

- <RuleValid=
sAttribution Name="08Name" />
</Ruletalid=

B 3-6 : RuleValid ~ % 2 & 7 % B

® RuleContent ~ %

RuleContent =% ¥ BB chE B> % kg bt RPF & en T TR E
2 Tw s 0% o 4o 3-7 17 > F TR B f A 5 kT 5 (Platforms) ~ & *
#25% (Applications ) ~ % i ¢ 4t (Connections ) = * #f o w g # T (Action)
RuleContent ~ & e/t » & 2 Y 2502 R M w B ToRule ~% ¥
¥ 11 ¢ 7 % B Platforms - Applications ~ # Connections ~% * 2 £ & " F & 3

Platforms ~ Applications ~ Connections = B~ % ¥ ehHd ¢ - B o

- <RuleContent Action="BLOCK">

- <Platforms>
+ «Platform OSMame="Microsoft Windows 2000"=
</Platforms=

- =applications:
+ <Application APMame="Microsoft Internet Explorer" 4PType="CLIENT" 4PProcesshame="IEXPLORE.EXE">
</Applications>

- «Connectionss
+ <Connection Direction="BOTH">
</Connectionss

</RuleContent=

B 3-7 : RuleContent =~ % % = 77 % 8
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® Action &+
Action i it 7 RPIIEE B EFHH FHIT LIFNp VT L AN
e EN A A B AL I ok A ) AR LA R
AN TR FIEIEE P Ok o TP w R E (T ZRREAZ BT RS NE o
B R b (TR I RN VSR TR0 0 dod 310 AF il AT E
(ALLOW )~ F% 53 20 ( DENY )~ ¥4 5518 2038 (7 1% B *L4) (RATE-LIMIT ) -
T A2 w b (TR PRk 2503 17 (BLOCK ) o g & 1% ¢ 37425
WA F R RIRERR I EEAN LT VRGBS U RN R TR
Eo b FRE RGN - T RPEY PR §HMG RARN LR
iR F TR F Y U L A T AR T AR -

F 3-1 i % R plw Rgd (v7) 4

v e 1 LA P p
ALLOW R

DENY P e B i 4
RATE-LIMIT | '] s &

BLOCK L

® Platforms ~ %
Platforms ~ % * kg i pt AR * A 4T 5 F 3 o 4B 3-8 #7770 %
RT SHEFAFTD - Bt e T 5 (Platform) ~ % e o k5T 5=

% ¢ ¢ OSVersion » OSLanguage ~ OSPatch ~ % Architecture ~% # M5 % & >

AV RIRG o L AR @:[&_i,&ﬁ’f@;\%udg@_ﬁr% 3-2 0

- <Platforms:

- <Platform OSMame="Microsoft Windows 2000">
<05Yersion=5.00.2195</05Yersion=
=05Language=zh-tw=/0SLanguage>
<05Patch=Service Pack 3</05Patchs
<architecture=ATFfAT COMPATIBLE</Architectures

< /Platformz

«/Platforms:
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L30T BT ARETRE AR B LA
i B Y (RN el
OSName TE R A Microsoft Windows 2000
FreeBSD
Linux
OSVersion T% k3BT SRk 5.00.2195
4.7-Release
2.4.19
OSLanguage T3 & 53T zh-tw
zh TW.Big5
OSPatch %k bLig 1+ 4850 Service Pack3
Architecture o s ﬁf AT/AT COMPATIBLE
1386

® Applications ~ %

Applications 7 % ze4% 7 M ARP]ATIE & R AR FBEE o 4o B 3-9 4rF o
Applications =% & 7z - B F g * 4258 (Application) = % #rie = o i * 42
RAFRANEAFL TG SRS T URERG LR RRRAERNF
bR d 33

£33 RTAESKETRL AL B2 LA

e o o3 ol
APName B A2 LR Microsoft Internet Explorer
APType J* AR5 fARE CLIENT

APProcessName fe* #2517 5 4L | EXPLORE.EXE

APProcessOwner H* AN T Jﬁ £ > |16 root

APPatch TR %i; «4 | sp1, Q324929

APLanguage ot A23V3F Lk zh-tw

APVersion et A2VE A 6.0.2800.1106

APFile B A2 & C:\Program Files\Internet
FileName & AR BT Explorer\IEXPLORE.EXE
FileCheckSum | #&/% & d2c45c¢6¢41585a50143938b266d70019
HashMethod | & * e3gi% S5t MD35
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- <applications>

- =application APName="Microsoft Internet Explorer"' 4PType="CLIENT" APProcessMame="IEXPLORE.EXE">
<APProcoessOwners114</a4PProcoessOwners
<APPatch=8P1</aPPatch=
zAPLanguage=zh-tw</4PLanguage:
<APVersion>6.0.2800.1106</4PYersion=
=4PFile FileMame="C:\Program Files\Internet Explorer\IEXPLORE.EXE"

FileCheckSum="d2c45c6c41585a50f43938b266d700f9" HashMethod="MDAa" /=
</Applications
</applications>

Bl 3-9: f* A2 fe i Tl e & B

® Connections ~ %

Connections ~ % A 4 & S F4 3 T > * K fy 3 fegeif 4 - Connections

~Evd - B (Connection) & #rle s o RERAEN L
S R B AE R R EERNE G ERR 34

234 RRAAKBETALAFE PRI LBEF

t A B 5 bl

Direction L S Incoming, Outgoing, Both

Protocol Wt T fARE TCP, UDP, ICMP....

SrcIP Kik/p e IP 2kt 10.0.0.1/255.0.0.0
DstIP 10.2.2.2

SrcPort K/ B i 23R B 21, 80, 1000-1024,
DstPort

- =Connections>
- =Connection Direction="BOTH">
<Protocaol=TCP</Protocaol=
- «SrclP=
<IP Address="10.2.2.2/255.255.0.0" />
</SrcIP»
- «<DstIP>
<IP Address="10.1.1.1" /=
</DstIP=
- «<SrcPorts
<Port Number="1024-" />
</SrcPort»
- «<DstPort>
<Port Number="80" /=
</DstPorts
</Connections
</Connectionss
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B2 RRAAYREERERT LD FER DR AUEHF o

FRP-HAoie D TR AT g R P e i AR B AP maHnE TR B
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B AR B H LR

Bl 3110 & 51 Wl v SRR R Y AR

H R EE TR § A g3 0475 RuleValid = %420 Attribution =~
% Name B2 & 72 B 3-13 &d * 2P| % 6] > 2P ¥ ¢ RuleValid =~ % # it &
L) ¥73 ¥ OSName 7 # £ 2P| P chi@— OSName & kA2 v 20 £ F 4%
FTREART R o EP VBN OSName hiE > & = 4o 3-14 ik
B RPN LG REF A F R B T 2 et o Y R RN
B L E AT BRF EA P P aniTE k%A Windows 20000 B 3-14 -

KBS NS 6 50 0 FIE 313 SRR ERT T o

=1
F_k
s
s
(i}

THRBE TR A AARE H T T R RR R e d
RPIB-D g haF 2 BREA e B B RT S A F P o

OSName ~ OSVersion ~ OSLanguage ~ OSPatch % Architecture % Ji& * 425% ~ %

¥ 7 APName ~ APPatch ~ APVersion ~ APLanguage % APFile o #-LB| P ezt
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Wi Bediad L M B 2 A BF TR o T AT

F AR

RPN A R L

Rule
AND
| |
Platforms Applications
OR OR
| | |
P1 P2 P3 AP 1 AP 2
AND AND
| DSNam|e II DSVe|rsion ” DSI|=‘atch I I APMName Il APVerzion II APlatch I
OR OR
I Wersion 1 || Werzion 2 |I Wersion 3 | I Fatch 1 II Fatch 2 II Patch 3 I

B 3-12: P E AW A

- <Rulevalid=
<attribution Mame="08Name" /=
</Rulevalid=
- <RuleContent Action="BLOCK"=
- <Platformsz=
- =Platform OSMame="Microsoft Windows 2000">
<0SYersion=5.00.2195</05Yersions
<05SLanguage=zh-tw</05Language>
«<0SPatch=Service Pack 3</05Patchs

<architecture=AT/AT COMPATIBLE </Architectures

=/Platformzs
- =Platform OSMame="FreeBSD">
<0SYersion=4.7-Release</0SVersion=
<(05Language=zh_TW.Big5</0SLanguage>
<architecture=i386</Architectures
</Platformz
</Platformss
<spplications />
+ «<Connectionss
</RuleContent=

22

1
Rule
AND
1] | 1
Platforms Applications

OR
1 0

P1 P2
1 0
0SName 0OSHName
(Win2000) {FreeBSD)
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# 3-5 &4 Windows 2000 ~ FreeBSD ~ ¥ Linux = ¥ % L5 6> 7%

S FAR B AP F FRE LB AT SR E .

Z 35 ZRAEE AT Z AT SREFTARE R ER 7250

Windows 2000 FreeBSD Linux

Registry :
OSName HKEY LOCAL MACHINE\SOFTWARE | uname —s | uname -s
\Microsoft\Windows NT \CurrentVersion\

ProductName

Registry :

HKEY LOCAL MACHINE\SOFTWARE
OSVersion \Microsoft\Windows NT \CurrentVersion\
CurrentVersion uname —t uname -r
HKEY LOCAL MACHINE\SOFTWARE
\Microsoft\Windows NT \CurrentVersion\

CurrentBuildNumber

Registry :
OSLanguage | HKEY_LOCAL_MACHINE\SYSTEM\ LANG | LANG
CurrentControlSet\Control\NIs\Language\ BEREK | BB REK

InstallLanguage

Registry :
OSPatch HKEY LOCAL MACHINE\SOFTWARE N/A N/A
\Microsoft\Windows NT \CurrentVersion\
CSDVersion

Registry :
Architecture HKEY_LOCAL_MACHINE\HARDWAR | uname —p | uname -i
E\DESCRIPTION\System\Identifier
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I Bl A0 B)4e GrIDS [37,38] 2 Thomas Toth #% ) e B i8 ]2 [40] 7 >
ART R e d R AT A A PR ER F AL VB PRl
Bl R HE N2 2 o APy - BHE R RS2 BRTH-
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Mot HFIRGEHH %ﬁi&%@%’#@$¥é$$&&ﬁ’ﬁﬁﬁﬁ
BT ﬁ * o 1P w3 o Slammer B kI HE - 3

EPFACGRARE A BT A oo 3 Vo ks 100 Mbps SRR AR det A4

B P & A FFF L8 L FL e 38



RN A RS-l ¥ F EITpES B R e 4t

F\,T*u? " #F e Internet F AZiE 90% i 5 F]M A EPFRF P i@le,;\;m,ﬁ:;
i T[41] e m FATE R B DR A > RERRE] 2 7 5 E SRR -
2. Wi s BE

Bae drehnied 7@ % e Mm-S N REFHIT Tl R B

iﬁﬁsm%‘Ami%’k—%$ﬁﬁﬁ§ﬁﬁﬁﬁéﬁ§%9@gﬁ
foooipMaFBhg 2420 R WPl o Al M TR DT 0 2HE
[~ gipk o
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s 14340 AP ERFR PN o PRI E BB IEREN > B A F
AU o F] 5 ey R3S SR PRAS T BB SR R 2R D
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Scanning [25] > J’TSQ\U IP a5 BA# [26] o iGEARET N IP n R E

B RBEHIOF IR 7 £ AP FTT RS

¢ # (domain name )

Wik L E - MR P YR ¢ LRERP BT IP tpief

AR AR e F o 500G R RS [P ak o RS

BRHP HPPEE A §he P E 0 T - HRF S

352 PEEgwE >

@ batadp 2z RER - BRMET AR AT MER S :\]‘th..{ﬁ_f;

EERPN G AR AR R RGBT R AFRAR - A
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[root@labfw demol]l# ./show worm 1 100 10 10 -]
UDP 10.2.2.2:105k0 - %*:1434 (3686)
UDP 10.2.2.2:1050 -> *:1434 (3486)
UDP 10.2.2.2:1050 -> *:1434 (4372)
UDP 10.2.2.2:1050 -> *:1434 (3721)
UDPF 10.2.2.2:1050 = *:1434 (4322)
UDP 10.2.2.2:1050 -> *:1434 (3809)
UDP 10.2.2.2:1050 -> *:1434 (4063)
UDPF 10.2.2.2:1050 = *:1434 (3555)
UpP 10.2.2.2:1050 -> *:1434 (4215)
UDP 10.2.2.2:1050 -> *:1434 (3663)
UDP 10.2.2.2:105k0 - *:1434 (4327)
UDP 10.2.2.2:1050 -> *:1434 (3350)
UDP 10.2.2.2:1050 -> *:1434 (4116)
UDP 10.2.2.2:1050 -> *:1434 (3821)
UDP 10.2.2.2:1050 -> *:1434 (4353)
UDP 10.2.2.2:1050 -> *:1434 (3668)
UDP 10.2.2.2:1050 -> *:1434 (3876)
UDPF 10.2.2.2:1050 = *:1434 (3859)
UpP 10.2.2.2:1050 -> *:1434 (3999)
UDP 10.2.2.2:1050 -> *:1434 (3780)

B 5-1: Slammer # 2 @ P FH @
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[rootdlabfw demol]# iptables -L =

Chain INPUT ({policy RACCEPT)
target prot opt source

Chain FORWARD (policy ACCEPT)

target prot opt source
DROP udp -- 10.2.2.
gth 404

2

Chain OUTPUT ({(policy ACCEPT)

target prot opt source
[rootdlabfw demol]d#

destination

destination
anywhere

destination

udp dpt:ms-sql-m len

K1l
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[rootE@labfw snort]# cat alert |

[**] [1:469:1] ICMP PING HMAP [**]

[Classification: Attempted Information Leak] [Priority: 2]

05/07-02:22:07.976099 10.1.1.1 -> 10.0.0.10

ICMP TTL:46 TOS:0x0 ID:47506 IpLen:20 DgmLen:28

Type:8 Code:0 ID:1397 Seq:0 ECHO

[Eref => http://www.whitehats.com/info/ID5162]

[root@labfw snort]l# _

. 2z N Y — 2
B 5-3 :snort i P|¥|] Nmap P2 &5 4
=olx]

[root@labfw logl# iptables -L A
Chain INPUT (peclicy BCCEPT)
target prot opt source destination
DROP all -- 10.2.2.2 10.1.1.1
Chain FOEWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT {policy ACCEPT)
target prot opt source destination

[roctdlabfw logl# _

. z —_ 4 ~) 7 7]
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bbs [/home/skyo] [21:57:27]rocotiinmap 10.1.1.1 =
Starting nmap 3.27 ( www.insecure.org/nmap/ ) at 2003-06-04 21:53 CST
Interesting ports on linux ¢10.1.1.1):
(The 1437 ports scanned but not shown below are in state: filtered)
Port State Service
15/tcp closed netstat
19/tcp closed chargen
24/tep closed priv-mail
29/top closed msg-icp
40/tcp closed unknown
63/tcep closed via-ftp
6d/tcp closed covia
69 /tcp closed tftp
T6/tep closed deos
100/tep closed newacct
102/tcp closed iso-tsap
123/tcp closed ntp
145/tcp closed uaac
148/tcp closed cronus
162 /tcp closed snmptrap
171/tep closed multiplex
191 /tep closed prospero |
1924 /tcp closed irc =
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